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1. HEJIX OCBOEHUA JUCHUTIIMHBI

1.1|®opmupoBaHue 3HaHUI 00 OCHOBHBIX MOJIOKCHHUSAX TEOPHH U NMTPAKTUKH HH(OOPMAIIMOHHOW 0€30M1aCHOCTH; YMEHHUN
MPUMEHSTh COBPEMEHHBIC METO/IbI ¥ CPE/ICTBA 3AIUTHI HH(GOPMAIIMHU B BBIYUCIUTENBHBIX CUCTEMAX U CETSX; MOHHUMaHUE
OPHHIUIIOB KPUNTOrpaGUH U e POJIH B 3alUTe HHPOPMAIUI, H3YYSHHE OCHOBHBIX aJITOPUTMOB U IPOTOKOJIOB
Kpunrorpaduu; OBlaIcHHE HAaBBIKAMU BHIOOpA U MMPUMEHEHHUS TOIXOSIIMX KPUITOrPahUISCKUX METOJIOB B PA3THIHBIX
CLIeHApHsIX; (OPMUPOBAHUE CIIOCOOHOCTH QHATM3UPOBATH YSI3BUMOCTH M IIOTCHI[HAIBHBIC aTaKH Ha KPUITOrpaduiecKue
CHCTEMBI; OCBOCHHE METOIOB IIPOBEPKH M ayJUTa KPUNTOrpadguueckoil 6€30MacHOCTH; IOHUMAHNUE ITHYCCKHX,
IOPUINYECKHUX U COUATBHBIX ACTIEKTOB MPUMEHEHHUS KPUNTOrpaduu y CTyIeHTOB PO MOJATOTOBKU — be30macHOCTh
HH(POPMAILMOHHBIX CHCTEM U TEXHOJIOTHIA.

2. MECTO JUCHUIIITUHBI B CTPYKTYPE OOII

Hukn (pa3gen) OOITL: b1.B.01

2.1|TpedoBaHus K NpeABAPUTEIbHOI MOATOTOBKE 00y4aKOIIErocsi:

2.1.1|Cetu OBM

2.1.2| Teopust ”HPOPMAIIHOHHBIX TPOILIECCOB M CUCTEM

2.1.3|1Uudpopmarnka

2.1.4|Cetu OBM

2.1.5|Teopust ”HPOPMAITHOHHBIX TPOILIECCOB M CUCTEM

2.1.6|1udpopmaruka

2.2| IncuUIUIMHBI U PAKTHKH, JUISI KOTOPBIX 0CBOEHHE IAHHOM TUCHHILUIMHBI (MOIYJIs1) HEOOXOIUMO KAK
npejliecTBYOIIEE:

2.2.1|Be3onacHocTh HHPOPMAIIMOHHBIX CUCTEM

2.2.2|Ypasnenue HHPOPMALMOHHON 0€3011aCHOCTBIO

2.2.3|ndpopmanvonHas 6€30MacHOCTb U 3alUTa HHOPMAIUU

2.2.4|Bbe3onacHocTh 0a3 JaHHBIX

2.2.5|YpaBnenue HHPOPMALMOHHON 0€3011aCHOCTBIO

2.2.6|1ndpopmanronHas 6€30MacHOCTb U 3alUTa HHHOPMAIMU

2.2.7|be3onacHoCTh HH(GOPMALIMOHHBIX CUCTEM

2.2.8|be3omacHocTs 6a3 JaHHBIX

3. KOMIIETEHIIMHA OBYYAIOIIEI'OCA, ®OPMUPYEMBIE B PE3YJIbTATE OCBOEHUSA JUCITUIIJINHBI
MOoAayJis)

IIK-1.1: IleMoHCTPUPYET 3HAHUSI OCHOBHBIX METO/I0OB, MO/IeJIel H aJITOPUTMOB HCCIeJ0BaHNS HHPOPMAIHOHHBIX CHCTEM H
TEXHOJIOTHH.

IIK-1.2: OcymecTBiseT BbIOOP METOA0B, MO/eJIel HccIe10BaHUsI HHPOPMAIMOHHBIX CHCTEM

IIK-1.3: BiaageeT TeXHOJIOrusIMH MCCJIeI0BAHUS M MO/IeJIMPOBAHUS HHGOPMALMOHHBIX CHCTEM

IK-4.1: IleMoHcTpUpYeT 3HAHUSI METOA0OB U TEXHOJOTHI 00ecneyeHNs] PYHKIIHOHUPOBAHUS 623 JaAHHBIX

IIK-4.2: Pa3pabaTsiBaeT aJropuT™Mbl NpeA0TBPALIIEHNE MOTEPb U MOBPEKIEHNH TAHHBIX

IK-4.3: O6ecnieunBaeT HHPOPMAILMOHHYIO §€30MACHOCTH




K-17.

1: /leMoHCTpUpYeT 3HAHMSI METOI0B OPTAHM3AIIMM Pa3paboTKH, BHePEHHUS, H CONPOBOKACHHA HH(OPMALHOHHOH
CHCTeMBbI ¢ y4eTOM TpeOoBaHHe HH(OPMALHOHHOI 6e3011acCHOCTH

IIK-17.2: IlpuMeHsieT HA IPAKTHKEe MeTOAbl OPraHU3ALNHU Pa3pad0TKH, BHePeHHs, H CONPOBOKACHUS] HHPOPMALHOHHOI

CHCTEeMBI ¢ y4eTOM TpedoBaHue HHGpOpPMAIIMOHHOH 6€e30MacHOCTH

IIK-17.3: BeinoJsinsieT pa3padoTKy, BHepeHHe, U CONPOBOKAeHUEe HH(POPMALIMOHHOI CHCTeMBI € Y4eTOM TpeGoBaHue

HH(popManuoOHHOI Ge30MacCHOCTH

B pe3yabTaTe 0CBOCHUA AUCHHUIIIMHBI 06yqam1um”4ca JOJIZKEH

3.1

3HaTh:

3.11

OcHOBHBIE TPUHIUTIBI HHPOpMaoHHON Oe30nmacHOCTH. OCHOBHBIE IPUHIMIIBI KPHIITOTPahUH, aITOPUTMEI U ITPOTOKOJIBL.
MaremaTnyeckre OCHOBBI KPUIITOrPahUuIeCKUX allTOPUTMOB. Y I3BUMOCTH U aTaku Ha KPUNTOrpadUuECKHe CUCTEMBI.
MexryHapOoIHbBIE HOPMBI M CTaHAAPTH KpUNTorpadum.

3.2

YMeThb:

321

[IpumensTh KpunTorpaguyeckue aropuTMbI U IIPOTOKOJIBI JUIS 3aLUTHI HHPOPMAIMH B COOTBETCTBUH C MOTPEOHOCTIMH 1
OTpaHWYCHHUSMH. AHAJIM3UPOBATh M OLICHUBATH KpUNTOrpaduieckyro 6€300acHOCTb CHCTEM. AHAIN3UPOBATh ATHUECKHUE,
FOPUIIMYECKUE U COLIMAJIbHBIC ACIIEKThI IPUMEHEHUSI KpUNTOTrpaduu.

3.3

Baanern:

33.1

HasblxaMu pa3paboTKU U pealn3alui KpUNTorpahu4ecKuxX NpOTOKOJIOB U CUCTEM; OLIEHKH YPOBHS 3aIlUThI MHGOPMaIUU U
HEOOXOIUMOCTH KpUNITOTpaprIecKuX Mep O€30IaCHOCTH; HAYYHBIX HCCIIEOBAaHHUHN U pa3paboTOK B 00JIaCTH KPHITOTpadun
Y 3aIIUTHl HH(OpMAIIUH.

4. CTPYKTYPA U COJAEP KAHUE JTUCITUIIJIMHBI (MOAYJIs)

Kon HaumenoBanue pa3nenoB u teM /Buj | Cemectp / | UacoB | Kommneren- | Jlutepatypa IIpumeuanue
3aHATHS 3aHsATH/ Kvnc 11070/

Pasnea 1. Benenne B kpuntuupaguio

11 Hcropus kpunrorpaduu. CTOHKOCTb 5 10 | IIK-1.1 IIK- [JI1.1 JI1.2 JI1.3
npeoOpa3oBaHuil. Y I3BUMOCTH U 1.2 TIK-1.3 JI1.4J12.1
KpuntoaHanus. /Jlex/ J12.2J713.1 J13.2

D192

1.2 YacToTHbIN KpunToaHanus. Meron 5 4 MK-1.1 IIK- {JI1.1 JI1.2J12.1

Kacucku. /J1a6/ 1.2 TIK-1.3 [JI12.2J13.1 JI3.2
D192

13 Hcropus kpunrorpaduu. CTOHKOCTH 5 8 MK-1.1 IIK- | JI1.2J12.1J13.2
npeoOpa3oBaHuil. YI3BUMOCTH U 1.2 TIK-1.3 21032
kpuntoananus. /Cp/
Pa3gen 2. MaTtemaTiuuyecKue 0CHOBBI
kpunrorpaguu

21 OcHOBBI TeopuH unces. MoaynbpHas 5 8 IMK-1.2 TIK- | JI1.2J12.1J13.2
apudmerrka. OCHOBBI TEOPHH TPYIII, 1.3 21032
Koenl u noseit. /JIex/

2.2 JIuneiinsle mpeoOpa30BaHUs U MATPUIIBL. 5 6 MK-1.2 IIK- | JI1.2J12.1J13.2
Anrebpandeckast Mogens mudpa. /J1ab/ 13 21092

2.3 OcHoBbI Teopuu uuces. MoaynbHas 5 8 MK-1.2 IIK- | JI1.2J12.1J13.2
apupmerrka. OCHOBBI TEOPHH TPYIII, 13 21092
kouten] 1 nonew. /Cp/
Pa3znen 3. IIpotokosnt




3.1 Acummerpuunoe mupposanue. FOCTb1 8 I1K-4.1 TIK- | JI1.2J12.1J13.2
cummerpudHoro mudposanus.DES u 4.2 TIK-4.3 2192
AES. /Jlex/ IK-17.1 TIK

-17.2 TIK-
17.3

3.2 [IpoTOKOJIBI TeHEpAIK CEaHCOBBIX 10 | TIK-4.1 TIK- | JI1.2J12.1J13.2
kirouelt. Paznenenue cekpera. Cxema 4.2 TIK-4.3 21092
braoma. Ceru @eiicrens u SP-cetu. [K-17.1 IIK
Xosmuposanue u L. /J1a6/ -17.2 TIK-

17.3

3.3 Acummetpuunoe mupposanue. [OCTor 8 MK-4.1 IIK- | JI1.2J12.1J13.2
cummMeTpuaHoro mudposanns. DES n 4.2TIK-4.3 0192
AES. /Cp/ MK-17.1 IIK

-17.2 TIK-
17.3
Pa3gen 4. Ayrentuduxanus

4.1 IIpoTokoiisl 6e30macHOro 0OMeHa 6 MK-17.1 TIK | J11.2J12.1J13.2
napopmanwmeit (SSL/TLS, SSH). -17.2 TIK- 0192
Iporoxkossr ayrentudukarmu (Kerberos, 17.3
OAuth, OpenlID). TIpoTOKOJIbI 3aIUThHI
nnrepHera Bemei (IoT). /Jlex/

4.2 ITpoTtoxouisl Oe3omacHoro ooMeHa 8 |IK-17.1 IIK| JI1.2J12.1J13.2
nrdopmarmeii (SSL/TLS, SSH). -17.2 TIK- 2132
IIporoxkounsr ayrentudukaimu (Kerberos, 17.3
OAuth, OpenlID). ITpoTOKOJIBI 3aIUTHI
untepHera seuieii (IoT). /Cp/

Paznen 5. PaGoTa nag npoekTom

51 CamocrosTenpHas paboTa HaJl IPOEKTOM 12 |IIK-17.1 TIK | JI1.2J12.1J13.2

/J1ad/ -17.2 TIK- 2132
17.3
52 CamocrosTenpHas paboTa HaJl IPOEKTOM 12 |IIK-17.1TIK | JI1.2J12.1J13.2
/Cp/ -17.2 TIK- 2132
17.3
Pa3gen 6. 3auer
6.1 3auer /3auét/ 0 IK-1.1 TIK- | JI1.2J12.1J13.2
1.2 TIK-1.3 2132
I1K-4.1 TIK-
4.2 TIK-4.3
IK-17.1 TIK
-17.2 TIK-
17.3

5. OHEHOYHBIE CPEJICTBA

5.1. OueHounble MaTepuaJibl 1J51 TEKyHIero KOHTPOJIs U l'lpOMe)KyTO‘IHOﬁ aTrreCranmn

HpeI[CTaBHeHLI OTACJIbHBIM JOKYMEHTOM

5.2. OueHo4yHble MaTepPUaJIbI JJI5l IMATHOCTHYECKOr0 TECTHPOBAHUS

HpeZ[CTaBJ'IeHI)I OTACIIbHBIM JOKYMEHTOM

6. YHEBHO-METO/JMYECKOE I HTHOOPMAIIMOHHOE OBECIIEYEHWE JTUCHUIIJIMHBI (MOAY JIS)

6.1. PexoMennyemas aurepatypa

6.1.1. OcHoBHasi TUTEpaTypa

ABTOpBI, COCTaBUTENN 3arnaBue WznarensctBo, ron | Komuu-so
JI1.1 |Bapanora E.K., babam |udpopmainmonHast 6e30macHOCTb U 3aiiuTa HHGOpMaInu: Mockaa: 1
A.B. YuebHoe mocobue Wz narenbckuii
Llentp PUO@,

2019, sneKTpOHHBIN
pecype




ABTOpBI, COCTABUTEIH 3arnaBue U3natenbctBo, rox | Konuu-Bo
JI1.2  |Knmumenko U.C. HNudopmanmonHas 6e301MacHOCTh U 3aliuTa HHYOPMALIUU: Mocksa: OO0 1
MOJIENU U METOIbl yIipaBieHus: MoHorpadus "Hayuno-
W31aTENbCKUH LEHTP
NH®PA-M", 2020,
2JIEKTPOHHBIN
pecype
JI1.3 |Munzos A. C., WNudopmanmonHas 6e301acHOCTh U 3alIuTa HHPOPMALIUH: JyOHa: 1
Boosuiera C. B., MPAKTHKYM T'ocynapcTBenHsIit
Ocunos II. A., ITonos YHUBEPCUTET
AL A. «dy6Hay, 2020,
3JIEKTPOHHBII
pecype
JI1.4 |Aneknepos U. 1., HNudopmaionHas 6€301acHOCTh M 3aliuTa HHHOPMALIUH B Pocror-na-J{ony: 1
Xpamos B. B, (POBOI SKOHOMUKE 3JIEMEHTHI TEOPHUU U TeCTOBbIE 3ananus: |MYbull, 2020,
T'opbauesa A. A., yuebHOe mocobue 3JIEKTPOHHBIH
®omuues [. C. pecypce
6.1.2. lonosiHUTeIbHAS JIUTEPaTypa
ABTODEI, COCTaBUTEIHN 3arnaBue HsnarensctBo, rog | Kommu-Bo
JI2.1 |Kyx AIL, Xyk E.Il.  |3ammra uadopmanuu: YyeGHoe nmocodbue Mockaa: 1
Wznarensckuit
Llenrp PO, 2021,
3JIEKTPOHHBIN
pecype
J12.2  |Kpamapos C.O., Kpunrorpagpuueckas 3amura napopmarmu: YuedHoe nocoore |Mocksa: 1
Tumenko E.H. W3narenbckuii
Lenrp PUO@, 2021,
3JIEKTPOHHBII
pecypc
6.1.3. MeTrognyeckue pa3paboTKu
ABTOPBI, COCTABHTEIH 3arnaBue UszpatensctBo, rox | Konma-Bo
JI3.1 |[3enxoB A. B. Nudopmarronnast 6e30MacHOCTH U 3aluTa HHGOpMALIH: Mocksa: FOpaiir, 1
YuebHoe mocobue i By30B 2021, 5ieKTpOHHBIH
pecype
JI3.2 |CrenanoBa E. A., [IporpaMMHo-anmnapaTHsle CpeICTBA MPOTUBOAEHCTBUS Owmck: OMI'VIIC, 1
EnmusapoB A. A., TEXHHYECKUM Pa3Be/IKaM Ha KeJe3HOJIOpoKHOM Tpancnopre: (2020, ayeKTpOHHBIH
[unep A. B. yueOHO-METOANYECKOE ITOCOOUE K BBIMOJIHEHHIO J1a00PaTOPHBIX |pecypc
pabor
6.2. Ilepeuens pecypcoB HHGOPMANMOHHO-TeJIeKOMMYHHKAIHOHHOM ceTH ""UnTepHeT"
31  |«SecurityLab
22  |«Enigma Simulator»

6.3.1 Ilepevyenb MporpaMMHOro odecrneveHust

6.3.1.1|OHepaHI/IOHHaﬂ cucrema Windows, ITaker mporpamm Microsoft Office 6ecpouro

6.3.2 Tlepeyennb HHGPOPMALMOHHBIX CIPABOYHBIX CHCTEM

6.3.2.1|C1'IC «KoncynprantIlmocy, CIIC «I"apant»

7. MATEPHAJIBHO-TEXHUYECKOE OBECIIEYHEHME JUCIUIIJINHBI (MO JIS)

7.1

000pyIOBaHHEM.

Z[J'If[ MMpOBCACHUA JICKHUMOHHBIX 3aHATUH H€06XOZ[I/IMa ayauTopHsd, OCHaAlICHHAsA KOMIIBIOTEPOM U MyﬂBTHMCHHﬁHLIM

7.2

Internet.

Jist mpoBeaeHus 1adb0opaTOPHBIX 3aHATHI HEOOXOAUM KOMIBIOTEPHBIH Ki1acc, 000pyJOBaHHBIN TEXHUKON U3 pacdeTa OJuH
KOMIIBIOTEP Ha OJJHOTO 00y4aroLlerocs, ¢ 00ycTpoeHHbIM paboulM MeCTOM Ipenojasareis. TpebyroTcs nepcoHaabHbIE
KOMIIBIOTEPEI ¢ TporpaMMHubIM — obecnieuenrneM MS OFFICE, maker npukiaIHbIX IPpOrpaMM Ui CTATHCTHYECKOTO aHAITN3a
nanHbIx SPSS win Statistica (Bepcust e Hike 8), JTOKaJIbHas BBIYHCIHTENbHAS CETh C BBIXO/IOM B ITI00AJIBHYIO CETh




VII: b090302-bezonHudCuct-23-3.plx



