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Kpanudukanus Bakamnasp

®dopma o0ydeHus OuHast

OO0mast Tpy10eMKOCTb 53ET

Yacos 1o yueOHOMY IJIaHy 180 Bunp kouTpONsT B cemecTpax:
B TOM YHCIIE: KOHTpOJbHas paboTa 7
ayIUTOPHBIC 3aHATUS 32 SK3aMeH 7
caMoCTosATeNbHAs paboTa 103
4acoB Ha KOHTPOIb 45

Pacnpeuene}me YacoB TUCHUMILIMHBI IO ceMeCTpaM

Cemectp
(<Kypc>.<Cemectp Ha| 7 (4.1)

Kypee>) Uroro

Henenp 172/6

Bun 3anaruit vo | poo| vI PII

Jlexun 16 |16 [16 |16
JlaGoparopHsbie 16 |16 [16 |16
HWroro ayn. 32 32 |32 |32
KonraktHas pabora |32 |32 |32 (32
Cam. pabora 103 |103 |103 |103
Yacel Ha KOHTPOJIb 45 |45 |45 |45
Uroro 180 [180 |[180 |180




IIporpammy cocraBmn(u):

cmapwuti npenooasamens, Enosoul Cepeeil I pucopvesuy

Pabouast nporpamma JUCIUTLITHHBL

HNndopmanuonnasi 6e30mMacHOCTb U 3a1UTA HHpoOpMATUK

paspaborana B coorBercTBuu ¢ PI'OC:

DdenepanbHbIil TOCYIapCTBEHHBI 00Pa30BaTENBHBINA CTAHIAPT BHICIIETO 00pPa30BaHUsI - GaKaIaBpuaT IO HAPABJICHUIO MOATOTOBKU
09.03.02 MudopMalmOHHBIE CHCTEMBI U TEXHOJIOTHH (Tpuka3 MunoOpHayku Poccun ot 19.09.2017 r. Ne 926)

COoCTaBJICHA HA OCHOBAHUH y‘{C6HOFO IJj1aHa:

09.03.02 TH®OPMAIIMOHHBIE CUCTEMBI 1 TEXHOJIOI'MUA
Hanpasnennocts (nmpoduis): HGOpMaIIMOHHBIE CHCTEMBI H TEXHOJIOTUH

YTBEPIKICHHOTO y4eOHO-METOIUUECKUM coBeTOM By3a oT 11.06.2026 mpoTtokon Ne 5.

Pabouas mporpamMma ojo0peHa Ha 3aceJaHuH Kaeapsl

HNndopmaTuKu U BHIYUCIUTEILHOH TEXHUKH

3aB. kagenpoit JIsicenkoBa C.A., K.(b.-M.H., AOICHT



1. HEJIX OCBOEHUA JUCHUTIIINHBI

1.1|dopMupoBanue 3HaHNH 00 OCHOBHBIX TOJIOKEHHUSIX TCOPHH U MPAKTHKKA HHPOPMAIIMOHHOH 6€30MacCHOCTH; YMEHHUN

MPUMEHSTh COBPEMEHHbIE METO/IbI U CPEJICTBA 3aLIUTHI MHPOPMAIMH B BBIYUCIUTEILHBIX CUCTEMAX U CETHX;
KOMITETEHIIMH B 007aCTH pa3paboTKU U UCIOIb30BAHUS CPEICTB 3AIIUTH KOMIBIOTEPHOH MH(OpMAIK B Iporecce ee
00paboTKH, Nepeaayn U XpaHeHHs B MHQOPMAIIMOHHBIX CUCTEMaX y CTYACHTOB NPOQUIIS MOATOTOBKY — BeIuncauTenbHbIe
MAIlUHbI, KOMIUIEKCHI, CHCTEMBI U CETH.

2. MECTO JUCHHUIIJIMHBI B CTPYKTYPE OOII

wuxin (pazmen) OOIL:

b1.B.01

2.1|TpeGoBanus K npeABapUTeIbHON MOATOTOBKE 00y4aI0LIerocs:

2.1.1|ba3bl JaHHBIX

2.1.2|OcHoBBI HHGOPMALTMOHHOH 0€30MaCHOCTH

2.2 | AucuMnJMHbI M MPAKTHKHU, VI KOTOPBIX OCBOEHME JAHHOM IMCHUIIUHBI (MOYJIs1) HE00X0AMMO KaK

npeamecTBylomee:

2.2.1|BpinonHenye U 3aluTa BEIITyCKHON KBanU(UKAMOHHONH paboTh

2.2.2|TloaroToBKa K cjade U cllada rocy1apCTBEHHOI0 SK3aMeHa

3. KOMIIETEHIIMN OBYYAIOIIEI'OCsl, ®OPMHUPYEMBIE B PE3YJIbTATE OCBOEHUS JUCIIUITJINHbI
MoAayJist)

IIK-4.1: [leMoHCTpUPYeT 3HAHUS METOJAOB 1 TeXHOJIOTUii 00ecneyeHns1 GYHKIMOHNPOBAHUSA 0a3 JaHHBIX

ITK-4.2: Pa3pabaTpiBaeT aJropuTMbI NPeIOTBPALIleHUS OTEPh U MOBPEKAEHUI JAHHBIX

IIK-4.3: O6ecneunBaeT HHPOPMANMOHHYIO 0€30MACHOCTH

IIK-11.1: lemoHCcTpUpYeT 3HAHUA METOI0B AHAJIHN3a TPEOOBAHUIA K MPOrpaMMHOMY o0ecrnedeHHI0

IIK-11.2: IIpumeHsieT Ha NPAKTHKe MeTObl OPraHU3AIUU PAaGOTHI 10 MPOEKTHPOBAHUIO MPOTPAMMHOI0 00ecrnevyeHust

IIK-11.3: IIpoekTHpyeT NporpaMmMHoe odecneyenne

B pe3yjabTare 0OCBOCHUA TUCHUIIVIMHBI Oﬁy'-lalOHII/lﬁCﬂ JOJIZKEH

3.1{3naTn:

3.1.1|MaTemMaTH9YeCKHE OCHOBBI KpI/IHTOFpa(I)I/II/I, OpraHru3allMOHHBIC, TCXHUYCCKHUE U IPOTrPAMMHBIC METOAbI 3allIUTHI U aHAJIM3a

uH(OpMaIK B COBPEMEHHBIX KOMIIBIOTEPHBIX CUCTEMAX,CETAX, IPOrPaMHOro obecrnedeHus, 0a3 TaHHBIX, CTAHAAPTH,
MOJIEITH ¥ METO/BI ITH(POBAHUS, METOIbI MICHTH(DHUKAINH TTOJIb30BaTeNIeH, METOBI 3aIUTHI TPOrPaMM OT BHPYCOB,
OCHOBBI HH(PACTPYKTYPBI CUCTEM, IIOCTPOCHHBIX C  UCIOJIb30BAaHUEM IYOIMYHBIX U CEKPETHBIX KIIOUEH,
(YHKIHOHMPOBaHUS 0a3 JAHHEIX ¥ IPOCKTHPOBAHHIO IIPOTrPAMHOTO 0OCCIICUEHHS;

3.2|Ymerhb:

3.2.1|YMeTh NpUMEHSTh U3BECTHBIC, 4 TAK)KE pa3apadaThiBaTh METOBI M CPEACTBA MOAACPKKH HHPOPMAIIHOHHOM

0€30MacHOCTH B KOMIIBPIOTEPHBIX CUCTEMaX JJIsl PEIOTBPAIICHHUS MOTEPh U TIOBPEIKACHUN TAHHBIX, IPU MPOSKTUPOBAHHH
MPOTPaMHOro 00ecTeYeHusl ¢ COOM0AeHHEM TpeOoBaHUN HH(DOPMAIIMOHHOH O€30MacHOCTH.

4. CTPYKTYPA U COJIEP)KAHUE JUCLUIIIMHBI (MOLY.JI5T)

Kox HaunmenoBanue pasnenos u Tem /Buja | Cemectp / | YacoB | Komneren- | JlutepaTypa IIpumeuanue
| 3aHATHSA 3aHATUSA/ Kvne Iuu
Pazpnen 1. Undopmanuonnas
0e3onacHocTb. OCHOBBI.
1.1 Wudopmanmonnas 6e30macHOCTb. 7 1 [IK-4.1 IIK- | JI1.1JI1.2
OcHoBbl.  /JIex/ 11.1 J1.3J11.4
JI1.5J12.1 J12.2
J12.3J13.2
21092
1.2 HNudopmanmonHas 6€30MacHOCTb. 7 1,5 |TIK-4.1TIK-| JI1.1J11.2
OcHoBbl.  /J1ab/ 4.2 TIK-4.3 J1.3J11.4
MK-11.1 TIK | JI11.5J12.1 J12.2
-11.2 TIK- J12.3J13.2
11.3 21932




1.3 Cpasnenue yrpos /Cp/ 14 | IIK-4.11IK-| JI1.1J11.2
4.2 TIK-4.3 J1.3J11.4
IMK-11.1 TIK | JI1.5J12.1 J12.2
-11.2 TIK-  |J12.3J13.1 JI3.2
11.3 21092
Pa3gen 2. be3onacHocTh COBpeMeHHBIX
ceTeBbIX TEXHOJIOTHIA.
2.1 be3onacHOCTh COBpEMEHHBIX CETEBBIX 2 [1K-4.1 I1K- JI.1J11.2
texHoyoru. /Jlex/ 11.1 JI1.3J11.4
JI1.5J12.1 J12.2
J12.3J13.2
21092
2.2 Be3omacHOCTE COBpeMEHHBIX CETEBBIX 2 [IK-4.1 TIK- JIL.1 JI1.2
TexHonorui. /J1ad/ 4.2 TIK-4.3 J1.3J11.4
MK-11.1 TIK | JI11.5J12.1 J12.2
-11.2 TIK- J12.3J13.2
11.3 21022

2.3 00630p MyOIMKaIHii IO COBPEMEHHBIX 12 MK-4.1 TIK- | JI1.1 JI1.2

ceTeBbIX TexHosorusM /Cp/ 4.2 TIK-4.3 J1.3J11.4
MK-11.1 IIK | JI1.5J12.1 J12.2

-11.2TIK- | J12.3J13.1 JI3.2
11.3 21932

Pa3nen 3. Metoasb! obecnieyeHust

HH(OPMALMOHHOI 0€30MACHOCTH

HH(OPMALMOHHBIX

pecypcoB.

3.1 Mertonb! obecrieueHus 2 [IK-4.1 IIK- | JI1.1JI1.2
UH(OPMAIIOHHOI 0€30MacHOCTH 11.1 J1.3J11.4
MH()OPMAIOHHBIX J1.5J12.1J12.2
pecypcos. /JIex/ J12.3J13.2

21092

3.2 Mertonp! obecrieueHus 12 [1K-4.1 IIK- JI1.1J11.2
“H(QOPMALMOHHON 0€30MacCHOCTH 4.2TIK-4.3 J1.3J11.4
UHPOPMALTMOHHBIX MK-11.1 IIK | J11.5J12.1 J12.2
pecypcos. /Cp/ -11.2 TIK-  [J12.3J13.1 JI3.2

11.3 21932

33 Mertop obecrieueHnst HHPOPMATUOHHOM 2 [K-4.1 IIK- | JI1.1 JI11.2
6e3omacHOCTH HH(OPMALIMOHHBIX 4.2 TIK-4.3 JI1.3J11.4
pecypcos. /J1a6/ MK-11.1 TIK [JI1.5J12.1 J12.2

-11.2 TIK- J12.3J13.2
11.3 21022
Pa3nen 4. Kpunrorpagpuueckue MeToabI
3aUIUTHI HHpOPMAUU
4.1 Kpunrorpaduueckne METObI 3aIIUTHI 6 MNK-4.1 T1IK- | JI1.1 J11.2
nHpopmanuu /Jlex/ 11.1 JI1.3J11.4
JI1.5J12.1 J12.2
J12.3J13.2
3122
4.2 Kpunrorpaduueckrue METOIBI 3aIIUTHI 6 [K-4.1 IIK- | JI1.1 JI11.2
uHpopmaruu /J1a6/ 4.2 TIK-4.3 JI1.3J11.4
MK-11.1 TIK [JI1.5J12.1 J12.2
-11.2 TIK- J12.3J13.2
11.3 21022




43 IIpuknasHOE UCTIONIB30BaHNE 14 |TIK-4.1 TIK- | JI1.1J11.2
kpunrorpaduyeckoro 1O uadpopmanmu 4.2 TIK-4.3 JI1.3J11.4
/Cp/ MK-11.1 TIK |JI1.5J12.1 J12.2
-11.2 TIK-  |J12.3J13.1 JI3.2
11.3 3122
Paznen 5. MeTtoabl M cpecTBa 3alUTHI
HH(poOpMaLHH B MEPCOHAILHOM
KOMIIBIOTEPe H KOMIBIOTEPHBIX CeTAX
5.1 MeToabl U CpeICTBA 3alUThI HHPOPMAIHH 1,5 |IIK-4.1IK-| JI1.1JI1.2
B [IEPCOHAJILHOM KOMITBIOTEPE U 43 TIK-11.1 JI1.3J11.4
KOMIIBIOTEPHBIX ceTsX /JIex/ JI1.5012.1 J12.2
JI2.3J13.2
2102
5.2 MeToabl U Cpe/iCTBa 3alIUThl HHPOPMAIHH 2 IIK-4.1 TIK- | JI1.1J11.2
B IIEPCOHAIBHOM KOMIIBIOTEPE U 4.2 TIK-4.3 JI1.3J11.4
KOMITBIOTEPHBIX ceTsx /J1ab/ MK-11.1 TIK | JI1.5J12.1 J12.2
-11.2 TIK- JI2.3J13.2
11.3 D192
5.3 MeToabl U cpeicTBa 3alUThl MHPOPMAIH 12 TMK-4.1 TIK- | JI1.1 J11.2
B IIEPCOHATBHOM KOMIIBIOTEpPE 1 4.2 TIK-4.3 JI1.3J11.4
KOMITBIOTEPHBIX ceTsx /Cp/ MK-11.1 IIK [JI1.5J12.1 J12.2
-11.2 TIK- J12.3J13.2
11.3 3122
Pa3nen 6. DaexTponHo-uudpoBas
NOANUCH
6.1 OnexkTpoHHO-1IM(poBas moanucs /Jlex/ 2 MNK-4.1 T1IK- | JI1.1 JI11.2
11.1 JI1.3J11.4
JI1.5J12.1 J12.2
JI2.3J13.2
D192
6.2 OnexrpoHHO-1M(poBas nmoanucs /J1ab/ 1,5 |IIK-4.1IK-| JI1.1JI1.2
4.2 TIK-4.3 JI1.3J11.4
MK-11.1 TIK | JI1.5J12.1 J12.2
-11.2 TIK- J12.3J13.2
11.3 3122
6.3 DnekTpoHHo-TMdpoBas moamnucs /Cp/ 14 | [IK-4.1 TIK- |JI1.1 J11.2 J11.3
4.2 TIK-4.3 |JI1.4 JI1.5J12.1
MK-11.1 TIK | J12.2 J12.3J13.1
-11.2 TIK- JI3.2
11.3 21022
Pazgen 7. UHppacTpyKTypa OTKPBITBIX
KJII0Yeif
7.1 HHubpacTpyKTypa OTKPBITHIX KIIFOYCH 1,5 | IIK-4.1 I[IK- [JI1.1 JI1.2 JI1.3
/JTex/ 11.1 TIK- | JI1.4 JI1.5J12.1
11.3 J12.2 J12.3J13.2
31322
7.2 WHudpacTpyKTypa OTKPBITHIX KIHOYCH 1 IIK-4.1 TIK- |JI1.1 J11.2 J11.3
/J1a6/ 4.2 TIK-4.3 |JI1.4 J11.5J12.1
MK-11.1 TIK | J12.2 J12.3J13.2
-11.2 TIK- 31022
11.3




7.3 Wndpactpykrypa OTKpHITHIX Kintoueid /Cp/ 7 13 | TIK-4.1 [IK- |JI1.1 JI1.2 JI1.3
4.2 TIK-4.3 |J11.4 J11.5J12.1
MK-11.1 TIK | JI2.2 J12.3J13.1
-11.2 TIK- J13.2
11.3 3132
7.4 /Kontp.pab./ 7 12 | IIK-4.1 IIK- |JI1.1 JI1.2 JI1.3
4.2 TIK-4.3 |JI1.4 JI1.5J12.1
MK-11.1 TIK | J12.2 J12.3J13.2
-11.2 TIK- 31022
11.3
7.5 /Ox3amen/ 7 45 | TIK-4.1 TIK- |JI1.1 JI1.2 JI1.3
4.2 TIK-4.3 |J11.4 J11.5J12.1
MK-11.1 IK | JI2.2 J12.3J13.2
-11.2 TIK- D192
11.3

5. OHEHOYHBIE CPEICTBA

5.1. OueHouYHbIE MaTepHuaJjJbl JJId TEKYIIEero KOHTPoOJId U l'[pOMe)KyTO‘lHOﬁ aTrrecralnumu

HpeZ[CTaBHeHI)I OTACIIbHBIM JOKYMEHTOM

5.2. OneHo4yHbIe MaTEPUAJIBI 1JISl JTMATHOCTHYECKOr0 TECTUPOBAHUS

HpeZ[CTaBJ'IEHBI OTACIIbHBIM JOKYMEHTOM

6. YYHEBHO-METOJNYECKOE H THO®POPMAIIMOHHOE OBECHHEYEHHUE JUCHUILIITUHBI (MOAY JIS)

6.1. Pexomenayemas aureparypa

6.1.1. OcHoBHas JUTEpaTypa

ABTODBI, COCTABHTEIH 3arnaBue UznatenscTBo, rox | Komna-Bo
JI1.1 |Menbnukos B. I1., HNudopmanmonHast 6€30MacHOCTb U 3aluTa HHQOpMAIIUK: M.: Akagemus, 15
Kneiimenos C. A., yueOHOe ocobue Ui CTYIEHTOB BhICIINX Y4eOHBIX 3aBeseHuil, (2011
Ietpakos A. M. o0yyaronmxcs 1o crnenuanbHoctd "MHupopMalmoHHbIe
CHCTEMBI M TeXHOJIorun"
ABTODBI, COCTaBUTENHU 3arnaBue UznarenscTBo, rox | Komnu-Bo
JI1.2 |bapanosa E. K., babam [MIndopmanronHas 6e301macHOCTb U 3amuTa HHpopMaimu: Mockaa: 1
A.B. YuebHoe mocobue W3narenbckuii
Lientp PUO@,
2017, aneKTpOHHbIH
pecypc
JI1.3 |IIanerun B.®. WNudopmanmonHas 6e30macHOCTh U 3aluTa HHPOPMAaLUK: Caparos: 1
yuaeOHOe mocobue IMpodobpazosanue,
2017, anexkTpoHHBbIiH
pecype
JI1.4 |bapanosa E.K., Babam |€?ndopmaionnas 6e30MacHOCTb U 3aIUTa HHGOPMAITUH: Mocksa: €? 1
AB. YuebHoe mocobue 3natenabckuii LleHTp
P€?0€,2019,
3JIEKTPOHHBIN
pecype
JI1.5 |llernos A. 1O., 3ammra nHGOpPMALMU: OCHOBBI TEOPUHU: Y UeOHHUK Mockga: €7 1
Hlernos K. A. 3narenbeTBo HOpaiir,
2020, a51eKTpOHHBIN
pecypc
6.1.2. lonotHUTEIbHAS JIUTEPATYPA
ABTOPBI, COCTaBUTENHU 3arnaBue W3narensctBo, ron | Konnu-Bo




JI2.1 |Kyx A. I1., KXyk E. I1., [3amuTa undgopmanuu: YuedHoe nocodue Mockaa: 1
Jlenemkun O. M., W3 narenbckuii
Tumomkun A. U. Lientp PO,
2015, aneKkTpoHHBbIH
pecype

JI2.2 |Xopes Il b. IMporpammMHo-anmapaTHas 3ammuTa HHGopMauu: YueOHoe Mockaa: 1
nocobue W3patenscTBO
"®OPYM", 2015,
IJIEKTPOHHBII

pecypce

JI12.3 |Kpamapos C.O., Kpunrorpagpuueckas 3amura uadopmarmn: YuedHoe nocoore |Mocksa: 1
Tumenko E.H. Wznarensckuii
Lleutp PO,
2018, ameKTpOHHBIA
pecypce

6.1.3. MeToanueckue pa3padoTKku

ABTOpBI, COCTaBUTEIH 3arnaBue WzparensctBo, ron | Konnd-Bo
JI3.1 |bonbmakos A.C., Metoandeckne yka3aHus 1 KOHTPOJIbHBIE 3a1aHHs 11O Mockaa: 1
Pexe6 T.6b.K. mucuuruinHe MHkeHepHO-TeXHUYecKas 3amuTa nHpopmauu: | MockoBckuit
y4eOHO-MeToANYeCcKoe 1ocodue TEXHUYECKUI

YHUBEPCHTET CBS3H
U UHPOpPMATUKH,
2013, >meKTpOHHBIH

pecypce
JI3.2 |Ilerpenko B. U., 3amyra nepcoHaIbHBIX JaHHBIX B HH(POPMAIIMOHHBIX Cankr-IlerepOypr: 1
Manpapuna U. B. cucremax. [IpakTukym: yueOHOE IOcOOHE ISt BY30B Jlans, 2025,
3JIEKTPOHHBIN
pecype

6.2. IlepeyeHnb pecypcoB HHPOPMALMOHHO-TeJIeKOMMYHHKAMOHHO ceTn "UHTepHet"

D1 |«Xabpaxabp» [DnekrponHnslit pecypc]. — 201-. — Pexxum mocryna: http://habrahabr.ru/, cBo0oHBIN. — 3ari. ¢ SKpaHa.

32  |«SecurityLaby» [OnekrponHnslii pecypc]. — 201-. — Pesxxum nocryna: https://www.securitylab.ru/, cBo6oaubIit. — 3ari. ¢
JKpaHa.

6.3.1 IlepeyeHs MPOrpaMMHOro odecnevyeHus

6.3.1.1|Onepanunonnas cucrema Windows

6.3.1.2|ITaker nporpamm Microsoft Office

6.3.2 Ilepevyenb nHGOPMAIHOHHBIX CIPABOYHBIX CHCTEM

6.3.2.1|TapanT-uHdopmManrioHHo-11paBoBoi noprai. http://www.garant.ru/

6.3.2.2|Koncynbrantllntoc —HaaexHasi mpaBoBast mojyiepkka. http://www.consultant.ru/

7. MATEPUAJIBHO-TEXHUYECKOE OBECIHHEYEHUE JUCHUATIIIMHBI (MOY JIS)

7.1|YueOHast ayquTopust Ui IPOBEJCHHUS 3aHATUH JISKIIMOHHOTO TUIIA, 3aHATUI CEMHUHAPCKOro TUMa (J1abopaTOpHbBIX
3aHATHI), TPYNIOBBIX U HHAUBUAYAIbHBIX KOHCYIBTALNM, TEKYIIEr0 KOHTPOJIS U IPOMEXYTOUHOM aTTeCTaluy.

7.2|OcHallieHa: KOMIDICKT CIICHUATU3UPOBAHHON yueOHON MeOenn, MapKkepHas (MeJoBast) I0CKa, KOMIUIEKT IEPEHOCHOTO
MYJIBTUMEAUHHOTO 000PYIOBaHUS - KOMITBIOTED, MPOEKTOP, NPOCKIIMOHHBIN 3KpaH, KOMIIBIOTEPHI C BO3MOKHOCTHIO
BBIX0/1a B VIHTEpHET M 10CTYIIOM B DJIEKTPOHHYIO HH(POPMAIIMOHHO-00pa30BaTEeNbHYIO CPELy.




