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HanpasnenHocts (npoduib): bezonacHOCTh HHPOPMAIIMOHHBIX CHCTEM U TEXHOJIOTHIT
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HNndopmaTuKu U BHIYUCIUTEILHOH TEXHUKH

3aB. kadenpoi K.¢.-M.H., qoueHr, JIsicenkoBa C.A.



1. HEJIX OCBOEHUA JUCHUTIIINHBI

1.1

(bopMupoBaHHe YMEHHI IPUMEHSATh COBPEMEHHBIE METO/IBI M CPEACTBA 3aIINUTHI HHGOPMALIUH B BEIYHCIUTEIBHBIX
cUCTeMax M CeTsIX; KOMIETEHIMH B 00J1acTH pa3pabOTKU M UCTIONIBb30BaHUS CPEACTB 3aIUThl KOMIBIOTEPHOI HH(pOpMALIUU
B Tporiecce ee 00paboTKH, Iepesaun U XpaHeH!s! B THGOPMAILIMOHHBIX CHCTEMaX; IIOHUMaHHsI OCHOBHBIX KOHIEIIUH U
MIPUHIMIIOB TEOPHH KOJMPOBaHUS HH(OpMAIMK; YMEHUI aHAIM3UPOBATh U ONTHMU3UPOBATh PA0OTY CHCTEM KOAUPOBAHHS
C YY4eTOM IOMeX U OIIMO0K nepenadn HHHOPMaINY; YMEHHI aHATM3UPOBATh U OLEHUBATH YPOBEHbD 3AIUTHI
KpUNTOrpau4ecKux CUCTEM, U BBIOUPATH MOAXOISIINE METOABI B 3aBUCUMOCTH OT KOHTEKCTa MCIIOJIb30BAHUS Y
CTYZIICHTOB

2. MECTO JUCIHHUIIJIMHBI B CTPYKTYPE OOII

Huxn (pazgen) OOIT: B51.0.04.06

2.1

TpeOoBanus K NpeABAPUTEIbHOH NOATOTOBKE 00y4aloLIerocs:

2.1.1

Hudpopmaruka B 00beMe IPOrpaMMBI CpeIHEH! MIKOIEI

2.2

JAMCHUNINHBI U IPAKTUKH, 1JI51 KOTOPHIX 0CBOEHHUE TAHHOH TUCHUILIMHBI (MOIYJIs1) HEOOXOTUMO KAK
npeauIecTByoIee:

221

WudopmarioHHbIe TEXHOIOTHH

222

TexHOoN0rMN NPOrpaMMHUPOBAHUS

223

WudopmanrioHHbIe TEXHOIOTHH M CHCTEMBI IIPOrPaAMMHUPOBAHUS

224

MOHEHI/IpOBaHI/Ie W aHAJIN3 JAHHBIX

225

OCHOBEI HpOCKTHOﬁ JACATCIIbHOCTH

2.2.6

OCHOBEI HpoeKTHOﬁ JACATCIIBHOCTH

227

IMpoekt no aucuumnuze "OCHOBBI IPOSKTHON J1ESITEIbHOCTH"

2.2.8

VYueOHas npakTuKa

229

VYueOHas NpaKTHKa, SKCIUTyaTallMOHHAS IPAKTUKA

22.10

[TudpoBble KOMMYHHUKALIUHA ¥ TEXHOJIOTHU

22.11

AHanu3 gaHHBIX

2212

I/IHCprMeHTaHBHHe CpeacTBa I/IH(I)OpMaL[I/IOHHI:IX CUCTEM

2213

Bonbiue JaHHBIC

22.14

HpOI/ISBO,HCTBeHHaﬂ IIpaKTHUKa

2215

BrinosHeHue U 3aluTa BBIITyCKHOM KBanu(UKAMOHHONH paboThI

2.2.16

lNocynapctBenHas uToronas aTTecTalus

2217

Heiiponnsie cetu

22.18

IToaroroBka k ciade u caada TOoCyaapCTBECHHOI'O DK3aMEHa

3. KOMIIETEHIIMHU OBYYAIOIIETOCs, ®OPMHUPYEMBIE B PE3YJIbTATE OCBOEHHA JUCHHUITJINHBI

(MOJLY.JIsT)

OIIK-3.1: AHanu3upoBaTh HH(POPMALMOHHbIE pecypchl B FIHTepHeTe H JIOKAIBHBIX 0a3aX JaHHBIX JJIs1 BbIOOpa

peJieBaHTHOIT nHGOPMALMH JIsI pellieHUs] CTAHAAPTHLIX MpogeccHOHATBHBIX 32124

OIIK-3.2: OuennBaTh NpuMeHeHHe HH(POPMANMOHHO-KOMMYHHKAIIMOHHBIX TEXHOJIOTHA JAJIs pellleHusl CTAHIAPTHBIX 32124
B npo(eccHoHaILHOI JeATeTbHOCTH HA OCHOBE HH(OPMALIMOHHOMH U Ou0Jauorpaduyeckoi KyJabTyphl ¢ y4€TOM TPeOOBaAHUIH

HH(OPMANIMOHHOI 6€30MaCHOCTH

OIIK-3.3: [IpumeHATH Oe30nacHbIe HHPOPMANMOHHO-KOMMYHUKAIMOHHbIE TeXHOJIOTHH JJIsl pelieHns NPo(ecCHOHATbHBIX

3aaa4

B pe3yjabTaTe 0CBOCHUA IUCHUIIIMHBI OﬁyqamﬂlﬂﬁCﬂ AOJIZKEH

3.1|3HaTl>:




OcCHOBHEIE MOHATHA B 00J1acTH HH(OopManuoHHOI 6e3omacHocTH; COBpeMEHHbIE METOIBI M CPEICTBA 3AIIUTEI
nH(OpMaINH B BEIYMCIUTEIBHBIX CHCTEMaX U ceTsX; OCHOBBI KpUNTOrpaduu U TEOpUH KOJUPOBAHUS HHGOpMALIUHL;
VYrpo3s! HHPOPMALMOHHON 0€3011aCHOCTH U METOBI UX IpenoTBpalleHus; HopMaTUBHBIC IPaBOBBIE AKTHI,
peryamupyromue BOIpockl 6e3omacHocTr nHGopManun; MaTteMaTHueCKHe OCHOBBI KpUNTOrpad iy, OpraHu3aI[MOHHEIE,
TEeXHUYECKHE U IPOTPaMMHBIC METOIbI 3aIIUTHI U aHAIN3a HH(POPMAIMH B COBPEMEHHBIX KOMITBIOTEPHBIX CHCTEMAaX.

3.2

YMeThb:

3.2.1

PaspabaTbIBaTh ¥ HCHOJIB30BaTh CPEJCTBA 3AIIUTHI KOMITBIOTEPHOIH MH(GOPMALIMH B Ipoliecce ee 00paboTKH, Iepeadn 1
XpaHeHHUs B UHYOPMAIIMOHHBIX CHCTEMaX; AHAM3UPOBATh U ONTUMH3UPOBATH PA0OTY CUCTEM KOIUPOBAHHUS C YIETOM
nomex u omuboK nepegaun nudopmanun; OLEHUBATh YPOBCHD 3AIUTH KPUITOIPADHISCKUX CHCTEM H BHIOHPATH
MOJXOASAIIAE METOJIBI B 3aBUCHMOCTH OT KOHTEKCTa UCTIONb30BaHus; COBMECTHO paboTaTh B IpyYIIIE IS PEIICHNUS 3a1a4,
CBsI3aHHBIX C oOecrieueHneM 0e30MacHOCTH HHPOPMAIIHOHHBIX CHCTEM U TEXHOJIOTHIA.

4. CTPYKTYPA U COJAEPKAHUE JUCHUIIIAHBI (MOLY.JIST)

Kon Hanmenosanue pa3znenos u tem /Buj | Cemectp / | Yacos | Komneren- | Jluteparypa IIpumevyanne
| 3aHAaTUd 3aHaATUA/ Kvnce 1IUH
Pasznen 1. BBenenue B
HH(POPMAIIMOHHYIO 6€30MACHOCTh
1.1 OCHOBHBIC TTOHATHS, IIEJIH U 3a/1a91 1 2 OIIK-3.1 JI1.3 JI1.1
uHpopmanronHoi 6ezonacHocty /JIex/ OIIK-3.2 [JI1.2J12.1 J12.2
OIIK-3.3 [JI2.3 J12.4J13.1
JI3.2J13.3
21092
1.2 OCHOBHBIE ITOHATHS, LIEJIH U 3a]]a41 1 4 OIIK-3.1 JI1.3 J11.1
HHpOpPMAIMOHHOH Oe3omacHocTH /J1ab/ OIIK-3.2 [JI1.2J12.1 J12.2
OIIK-3.3 [JI2.3 JI2.4J13.1
JI3.2JI3.3
3122
1.3 OCHOBHEBI€ ITOHATHSA, LIEJIH U 33Ja41 1 4 OIIK-3.1 JI1.3 JI1.1
nH(pOpMaIMOHHOH 6e3omacHocTy /Cp/ OIIK-3.2 [JI1.2J12.1 JI2.2
OIIK-3.3 [JI2.3J12.4J13.1
JI3.2J13.3
31092
Pazgen 2. Yrpo3sl 1 ysi3BUMOCTH
HH(QOPMAIMOHHBIX CHCTEM
2.1 Knaccugukanus yrpo3 u yss3BUMOCTeH 1 2 OIIK-3.1 JI1.3 J11.1
/JTex/ OIlK-3.2 [JI1.2J12.1 JI2.2
OIIK-3.3 [JI2.3 JI2.4J13.1
JI3.2JI3.3
3122
2.2 Knaccudukanus yrpo3 u ys:3BUMOCTEH 1 4 OIIK-3.1 JIT.3 JI1.1
/J1ab/ OIIK-3.2 [JI1.2J12.1 J12.2
OIIK-3.3 [JI2.3J12.4J13.1
JI3.2J13.3
31092
23 Knaccuduxkanus yrpo3 u ys;3BUMOCTEH 1 5 OIIK-3.1 JIT.3 JI1.1
/Cp/ OIlK-3.2 [JI1.2]J12.1 J12.2
OIIK-3.3 [JI2.3J12.4J13.1
JI3.2J13.3
31092
2.4 [Monutuku obecrieuyeHust 6€30MaCHOCTH. 1 2 OIIK-3.1 JI1.3 J11.1
Monenu ynpasienus goctymnom /Jlex/ OIIK-3.2 [JI1.2J12.1 J12.2
OIIK-3.3 [JI2.3 JI2.4J13.1
JI3.2JI3.3
3122




2.5 [onmutrku obecrieueHust 6€30MaCHOCTH. OIIK-3.1 JI1.3 JI1.1
Monenu ynpasnenus nocrymnom /Cp/ OIlK-3.2 | JI1.2J12.1 JI2.2
OIIK-3.3 |JI2.3 JI2.4J13.1
JI3.2J13.3
31022
2.6 IMonuTtuku obecrieueHus: 6€30MacHOCTH. OIIK-3.1 JI1.3 J11.1
Monenu ynpasieHust qoctynom /J1a6/ OIlK-3.2 | JI1.2J12.1 JI2.2
OIIK-3.3 |JI12.3 J12.4J13.1
JI3.2J13.3
D132
Pazgen 3. OcHoBbI KpunTOrpagun
3.1 CHUMMETpUYHOE U ACUMMETPHYHOE OIIK-3.1 JI1.3 J11.1
udpoBaHue. DIIEKTPOHHAS TTOAIUCH, OIlK-3.2 [JI1.2J12.1 J12.2
xauposanue /Jlex/ OIIK-3.3 |J12.3J12.4J13.1
JI3.2J13.3
31022
32 CHMMeTpHYHOE U aCHMMETPUIHOE OIIK-3.1 JIT.3 JI1.1
mudpoBaHue. DIEKTPOHHAs IOAINCH, OIIK-3.2 |J1.2J12.1J12.2
xamupoBanue /J1a6/ OIIK-3.3 |JI2.3 JI2.4J13.1
JI3.2J13.3
D132
33 CHUMMETPHYHOE U aCHMMETPHUYHOE OIIK-3.1 JIT.3 JI1.1
mdpoBaHue. DIIEKTPOHHAS ITO/IUCH, OIIK-3.2 | JI1.2J12.1 JI2.2
xaumposanue /Cp/ OIIK-3.3 |JI2.3 JI2.4J13.1
JI3.2J13.3
3132
Paznen 4. Metoasl naeHTHUKATMH,
ayTeHTH(UKALMH H YIIPABJIEHUS
JOCTYNOM
4.1 MeToapl HACHTUPHUKALINY U OIIK-3.1 JI1.3 JI1.1
ayreHTU(UKAIMH. YTIPaBICHUE TPaBaMu OIIK-3.2 [JI1.2]12.1 J12.2
nocryna /Jlex/ OIIK-3.3 | JI2.3 JI2.4J13.1
JI3.2J13.3
3132
4.2 Mertonbl uaeHTH(GUKAIUY U OIIK-3.1 JI1.3 J11.1
ayreHTU(UKAIMH. YTIPAaBICHUE TPaBaMHU OIIK-3.2 [JI1.2]12.1 J12.2
nocrymna /J1a6/ OIIK-3.3 |JI2.3 JI2.4J13.1
JI3.2J13.3
31022
4.3 Mertonpl uaeHTHGUKAIUH U OIIK-3.1 JI1.3 JI1.1
ayTeHTH(uKanuy. YIpasieHue paBaMu OIIK-3.2 |J1.2J12.1 J12.2
nmocryna /Cp/ OIIK-3.3 |JI2.3 JI2.4J13.1
JI3.2J13.3
21032
Pazgen 5. O6ecnevyenue
HHGpOPMaNHOHHONH 0e30IIaCHOCTH
5.1 MeTtop! aHaNIM3a PUCKaMU U yIIPaBJICHHUE OIIK-3.1 JI1.3 JI1.1
uHIMaeHTamu /J1a6/ OIIK-3.2 | JI1.2J12.1 JI2.2
OIIK-3.3 |JI2.3 JI2.4J13.1
JI3.2J13.3
31022
52 Meronp! ananm3a puckaMu u OIIK-3.1 JI1.3 JI1.1
ynpasieHue HHiuaeHTamu /Jlex/ OIIK-3.2 |JI1.2J12.1 J12.2
OIIK-3.3 |JI2.3 J12.4J13.1
JI3.2J13.3

01092




53 MeToabl aHaM3a pUCKaMu 1 1 20 OIlK-3.1 JI1.3 J11.1
yrpasienue uauaearamu /Cp/ OIlIK-3.2 |JI1.2J12.1 JI2.2
OIIK-3.3 |JI12.3 J12.4J13.1
JI3.2J13.3
2132
54 Mertopl aHanu3a puckamMu 1 1 2 OIlK-3.1 JI1.3 J11.1
yrpasieHue nHIuAeHTamu /Jlex/ OIlK-3.2 | JI1.2J12.1 JI2.2
OIIK-3.3 |JI2.3 J12.4J13.1
JI3.2J13.3
2132
5.5 Meronp ananm3a puckaMmu u 1 6 OIIK-3.1 JI1.3 JI1.1
ynpasieHue UHIuaeHTamu /J1ab/ OIIK-3.2 |JI1.2J12.1 J12.2
OIIK-3.3 |JI2.3J12.4J13.1
JI3.2J13.3
D132
5.6 Mertonp! ananu3a puckamMu u 1 20 OIIK-3.1 JI1.3 JI1.1
yrpasienue uunuaearamu /Cp/ OIIK-3.2 [JI1.2]12.1 J12.2
OIIK-3.3 |JI12.3 J12.4J13.1
JI3.2J13.3
3132
5.7 /Ox3amen/ 1 27 OIlK-3.1 JI1.3 J11.1
OIlK-3.2 |JI1.2J12.1 J12.2
OIIK-3.3 |JI12.3 J12.4J13.1
JI3.2J13.3
3132

5. OHEHOYHBIE CPEJICTBA

5.1. OueHqume MaTepHuaJjbl VI TEKYIIEero KOHTPOJId U IIpOMe)KyTO'-lHOﬁ aTrrecranuu

HpeHCTaBHEHH OTACIBbHBIM JOKYMEHTOM

5.2. OueHo4HbIe MaTepuajgbl AJsd JMArHOCTUYE€CKOIro TeCTUPOBaHUA

HpCZlCTaBHCHbI OTACJIbHBIM JOKYMEHTOM

6. YYHEBHO-METOAUYECKOE © THOOPMAIIMOHHOE OBECHHEYEHUE JUCHUILIUHBI (MOAY JIST)

6.1. Pexomenayemas aureparypa

6.1.1. OcHoBHas auTepaTypa

ABTOpBI, COCTAaBUTEIH 3arnaBue Wznarenscrso, rog | Komnu-so
JI1.1 |[azsrun B.®. MHupopmannonHas 6€30MaCHOCTh KOMITBIOTEPHBIX CUCTEM H Mocksa: 1
cereii: YueOHoe ocobue Wznarenbckuii JJom
"®OPYM", 2023,
3JEKTPOHHBIIN
pecypc
JI1.2 |llep6ax A. B. MudpopmannonHas 6e30MacHOCT: Y4eOHHK IS BY30B Mockaa: FOpaiit, 1
2025, 3neKTpOHHBIH
pecypc
ABTODBI, COCTaBUTEIHN 3ariaBue HzparenscTBo, rog | Komnu-Bo
JI1.3 |3enkos A. B. HudopmarrionHas 6e30macHOCTh U 3aluTa HHGOpMAaLIH: Mockaa: FOpaiir, 1
yueOHoe mocoOue I By30B 2023, ek TpOHHBII
pecypc
6.1.2. lonojHUTebHAS JIMTEpaTypa
ABTODEI, COCTaBUTEIHN 3ariaBue WznarensctBo, ron | Komnu-Bo
JI2.1 |Ceprues 1O. H. 3amura nHGOpMaMK 1 HHPOPMAITUOHHAS OE30TIaCHOCTH: Mocksa: TH®PA- 10
yaeOHoe mocobue M, 2023
JI2.2 |Bapanosa E.K., babam |MuH(popmannonHas 6e30macHOCTb. VicTopus criennaibHBIX Mocksa: 1
A.B., Jlapun [I.A. METOOB KpUNITOrpa@uuecKoi iesTeabHOCTH: YueOHoe W3narensckuit
nocoGue Leutp PUO@,
2024, >1eKTpOHHBII
pecypce




JI2.3 |Bapanosa E.K., babam |udopmarronHas 6€301acHOCTb U 3aIIUTa HHPOPMAITUH: Mocksa: 1
A.B. VYuebHOe mocodue Uznarenbckuit
Lleurp PUO@,
2024, 3neKTpOHHBIH
JI2.4 |bananoB A. H. KommiekcHas nHpOpMaLuoHHas 6€30I1aCHOCTh: yueOHOe Cankr-IletepOypr: 1
mocobue i By30B Jlans, 2024,
3JIEKTPOHHBII
DECVNC
6.1.3. MeToanueckue pa3padoTKu
ABTODBI, COCTaBUTEIHN 3arnaBue HznarenscTBo, roa | Komny-Bo
JI3.1 |MopryHos, A. B. WNudopmanmonHast 6€30MacHOCTb: Y4eOHO-METOIUUECKOE Hoocubupck: 1
mocobue HoBocubupckuit
roCyJapCTBEHHBIN
TEXHUYECKHAN
yHuBepcurer, 2019,
3JIEKTPOHHBIN
Dnecvnc
JI3.2  |Kmumenko U.C. HudopmarrionHas 6€30acHOCTh 1 3amuTa HHPOPMAaLIH: Mocksa: OOO 1
MOJIETIM ¥ METOJbI yrpaBieHus: MoHnorpadus "Hayu4Hno-
U3JaTEeNbCKUI LEHTP
NH®PA-M", 2024,
JJIEKTPOHHBII
JI3.3 |bananor A.H. Kommnekcuas nadopMaiimoHHas 0€30acHOCTb: MOTHbBII Bomnoraa: Uadpa- 1
cnpaBoyHUK crienpanucta: [Ipakrudeckoe nocodue Wnxenepus, 2024,
SJIEKTPOHHBIN
pecypc
6.2. Ilepeuens pecypcoB HHGOPMALMOHHO-TeJIeKOMMYHUKAIMOHHOM ceTH "UHTepHeT"
D1  |«SecurityLaby https://www.securitylab.ru/
32  |«The Hacker Newsy https://thehackernews.com/
6.3.1 Ilepeyenb MporpaMMHOro odecrevyeHust
6.3.1.1|Omneparonnas cucrema Windows
6.3.1.2|ITaker nporpamm Microsoft Office
6.3.2 TlepeueHb HHPOPMANMOHHBIX CIPABOYHBIX CHCTEM
6.3.2.1|apanT-HHpOpPMAIMOHHO-TIPABOBOI MopTai. http://www.garant.ru/
6.3.2.2|Koncynbrantllnroc —HazexHas mpaBoBas mojiepikka. http://www.consultant.ru/
7. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE JUCHUTIJIUHBI (MOJIY JIS)
7.1|YueOHast aymuTOpHS sl IPOBEACHHS 3aHATHI JICKIIMOHHOTO THIIA, 3aHATHIH CEMHHAPCKOTO TUIA (JTaO0paTOpHBIX
3aHATHUI), TPYNIOBBIX U HHAVBUAYAJIBHBIX KOHCYIBTALMM, TEKYIIIEr0 KOHTPOJIS U IPOMEXYTOUHOM aTTecTalny.
7.2|OcHarlieHa: KOMIUIEKT CIIEIHAIM3UPOBAHHON yueOHOW MeOen, MapKepHas (MenoBas) 10CKa, KOMILICKT EPEHOCHOTO
MYJIBTHMEAUITHOTO 000PYI0BAHUS - KOMIIBIOTEP, MPOSKTOP, MPOSKIIMOHHBIN SKpaH, KOMIBIOTEPHI C BO3MOXHOCTHIO
BBEIXO/1a B VIHTEpHET M OCTYIIOM B DJIEKTPOHHYIO HH()OPMAIIMOHHO-00Pa30BaTENBHYIO CPEy.
7.3|O6ecnieuen noctyn Kk ceT MIHTEpHET U B SIEKTPOHHYIO HH(POPMAITHOHHYIO CPETy OpPraHH3aIiH.




