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OMACHOCTh MH(POPMALIMOHHBIX CUCTEM, 7 CEMECTP

KOI[, HAIIPpaBJICHUC IIOAT'OTOBKHU

09.03.02 apopmMarimoHHbIE CUCTEMBI U TEXHOJIOTUH

HamnpasnenHocts (mpoduiib)

be3onacHocTh I/IH(I)OpMaHI/IOHHBIX CHUCTCM

151

TEXHOJIOTU U
dopma 00ydeHus Ovynas
Kadenpa pazpadbotunx NHdpopmaTuku ¥ BEIYUCIUTEIIBHOM TEXHUKU
Brimyckaromiast kadenpa NudopmaTuku v BBIYUCIUTETEHON TEXHUKU

Tunoevie 3a0anusn 0131 KOHMPOIALHOU PAOOMbL:

Ilpumepnuie 6onpocwl 011 KOHMPOALHOU pAdOMBbL:
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AKTyanmbHOCTb POOJIEMBI 3aLUTHI HH(OPMALIHH.

OcHoBHbI€ ()aKTOPBI MOBBIIIEHUS YSI3BUMOCTH HH(OPMALIHH.

[lepeuncnuth pUCKU B IPOMBILUIEHHOCTH cBsi3aHHbIe ¢ UT.

AKTYaJlIbHOCTb 3aIUTHl HHPOPMAIUH, CBSI3aHHON C COCTaBOM U (DYHKIIMOHAJIbHBIMHU
BO3MOXKHOCTSIMU COBpeMeHHBIX UT.

OcHoBHbI€ IOHATHS WH(OPMALIMOHHON OE30MaCHOCTH.

VY S3BUMOCTHU BBIYMCIUTEIBHBIX CUCTEM, CBSI3aHHbIE ¢ (PU3NUECKUMU MPOLIECCaMH,
IPOTEKAIOLIMMU B HUX.

VYs13BUMOCTH MH()OPMAITMOHHBIX U BEIYUCIUTENBHBIX CUCTEM, CBSI3aHHBIE C CHIEIIM(PUKOI
peanu3an MaTeMaTHUYEeCKUX U JIOTUYECKUX BHIYMCICHUH.

Nudopmanmonsslie pecypcebl coopa nHGopManuu o0 ySa3BUMOCTAX U PUCKAX
MH(QOPMAIMOHHBIX W BEIYUCIATEIBHBIX CHCTEM.

[lepeuncaure ocHOBHbIE 3aKOHBI PP cBsi3aHHBIE ¢ HHPOPMALIMOHHOM 6€30MaCHOCTHIO.
OcHoBHbIe nIoNoxkeHust DenepanbHoro 3akona Nel49.

. OcHoBHbIE TIONIOKEHUST PenepanbHoro 3akoHa Nel52.
12.

Croco05sI 1 noAXoAbl K MOMCKY OCHOBHBIX 3aKOHOJATCIIbHBIX aKTOB P® B oOmactu
3alIUTHl HH)OPMALIUH.

[epeurcnuTh pUCKH BOZHUKHOBEHUS MPOOIIEM 3alIUTHI HHPOPMAILIAN TIPU
IPOEKTUPOBAHUH U pa3padOTKe HHPOPMAIIMOHHBIX U aBTOMAaTU3UPOBAHHBIX CHCTEM.
[Tpobnemsl cOopa, 00pabOTKH U TpeACTaBICHUS HH(POPMAITUH C YYETOM COBPEMEHHBIX
TpeboBaHMi HHPOPMAITIOHHOM OE30I1aCHOCTH Ha BCEX YPOBHSX JKU3HEHHOTO ITHKJIA.
Cucremsbl 3aIIWUTHI OT HCCAHKITMOHUPOBAHHOI'O JOCTYIIAa B ONICPALMOHHBIX CUCTEMAX U
JIOKAJIBHBIX CETSAX Mepe/iaun JaHHbIX.

[Honutuku 6€30mMacHOCTH.

Opranuzanys CeKpeTHOTO JAEJIOMPOU3BOICTBA M MEPOTIPUATHIA MO 3alIUTE HHPOPMAIIUH.
[IporpaMMHO-TeXHUYECKHE METOABI M CPEACTBA 3aALIUTHI HH(OPMALIHH.




19. IlporpamMmmHoO-amnmnapaTHble METO/BI U CPEACTBA OTPAHUYEHNUS JOCTYNA K KOMIIOHEHTAM
KOMIIBIOTEPA.
20. MeTozas! 1 TOAXOABI UCCIIEOBAHUS ISl BBISIBIIEHUS] PUCKOB.
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Tunoevie 60NPOCHL K IKZAMEHY) .

AKTyanmpHOCTH TpoOsieMbl 3amuThl uHGopMaryu. OCHOBHBIE (DaKTOPBI MOBBIIICHUS
ySI3BUMOCTH HHQOpMaIK. PUCKH B TPOMBIIIIIEHHOCTH.

OcHoBHBIe ~ TOHATHS ~ HWH(pOpMANMOHHOMW  OezomacHocTu.  Poccuwiickoe — u
MEXIyHapOJAHOE 3aKOHOIATEIbCTBO.

Poccuiickoe 3aKOHOAATENBCTBO TO 3amUTe HMHOOPMAIIMOHHBIX  TEXHOJIOTHH.
HopMmaTtuBHo-nipaBoBas HHpOpMAaIus.

CucreMsbl 3alIUTHl OT HECAHKIIMOHUPOBAHHOI'O JIOCTYIA B ONEPALIMOHHBIX CUCTEMAX U
JIOKAJIbHBIX CETIX Meperayu TaHHBIX.

MeTtobl 1 cpelicTBa 3auThl HHGopMaIuu B Internet.

[TonuTuku 6€30MacHOCTH.

Opranuzanus CEKpEeTHOTO JEJIONPOM3BOACTBA M MEPONPHUATHI 1O  3aliuTe
nHpopMaIuu.

[IporpaMMHO-TeXHUYECKHE METOBI M CPECTBA 3aALIUTHI HH()OPMAIIHH.
[IporpaMMHoO-anmapaTHple  METOABI M CpPEACTBA  OTpaHUYEHHUs JOCTyNma K
KOMIIOHEHTaM KOMIIBIOTEpA.

Pa3zpaboTka mporpaMMHOr0 MakeTa CUCTeMbl MH(poBaHHs HHOOPMALUUA METOJOM
Bepnama.

['eHeparnusi mceBIOCITy4YaliHBIX MOCIEAOBATEIBHOCTEH YHCEN B CHCTEMax 3allluThl
UH(pOpMaLINH.

AMepukaHCKHi cTaHnapT mudpoBanus nanubix DES.

OteuectBennsblii cTangapt mudpoBanus qanHbix (IOCT 28147-89).

Anroput™m mudposanus Huddu-Xemimana.

OpHOHAIpaBIECHHBIE XAMI-PYHKIUH.

OnekTpoHHas U poBas MOAMNUCH

[Ipumenenne GyHKIMNA XSIIMPOBAHUS B HICHTU()UKALIMY U TPOBEPKE MOUTMHHOCTH.
Aunroputmel MDS, SSH.

OcHoBHBIE (DYHKIMI MEXKCETEBBIX SKPAHOB IS (PMIIBTPALUU COOOLICHUN U 3alHUTHI
nHpopMaIuu.

3amuTa OT OTJIa/l0K U AU3acceMOIMpPOBaHUS.

CrniocoObl BcTpanBaHUs 3alIUTHBIX MEXaHU3MOB B IPOTpaMMHOE O0ecTieueHue.
MerToap! nepexBaTa U HaBsI3bIBAHUS HH(DOPMAITUH.

MeTo1p1 BHEIPEHUS TPOTPAMMHBIX 3aKJIAI0K.

KomnbroTepHsle BHPYCBI Kak OCOOBIH KJacC pa3pylIaOMUX —HMPOTPaMMHBIX
BO3JIEVCTBUM.

3ammra OT pa3pyLIaloUX IPOrPAMMHBIX BO3IEHCTBUM.

Knaccudukanus cuctem 3aniuThl HOCUTENECH HHPOPMAIIHH.

MeTobl U CpelICTBa 3alIUTHl HOCUTENEH HH(DOPMAIIHH.

Bunpl nuadopmannonssix pecypcoB. CriocoOb! 3amuThl HHPOPMAIIMOHHBIX PECYPCOB
OT HECAaHKLIMOHUPOBAHHOIO JJOCTYTIA.

. CriocoOsI 3a1muThl UHOOPMALIMOHHBIX PECYPCOB OT HECAHKIIMOHUPOBAHHOT'O AOCTYTIA.
30.
31.
32.

OcHOBHBIE BU/IbI aTAaK Ha MPOTOKOJIBI Ay TeHTU(UKAITUH.
OcHOBHBIE IPUEMBI IPEAOTBPAILCHUS aTaK.
Bonpocs! 3auTsl aBTOPCKOTo MpaBa (MMYIIECTBEHHbIC M HEUMYIIIECTBEHHBIE IIPaBa).



